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Abstract—Twitter “auto bases” has become the preeminent
town hall infrastructure of Indonesia’s digital space with up to
millions of users, including university students. This phenomenon
caused serious risks and problems in anonymity and privacy,
data security, auto base governance, and excessive admin
workload. We propose and evaluate hashing algorithms and
one-time password (OTP) implementation designs that might
provide simple but reliable solutions to these issues. We found
that an automated verification system using TOTP and a 7-digit
base64 pseudonymous signature generated by SHA-3 satisfy our
evaluation process. We also demonstrated their feasibility
through conceptual prototypes in Python.
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1. INTRODUCTION

In any defined and sufficiently large community, a “town
hall” is a vital infrastructure necessary to communicate,
exchange, and market information, in the realization of a
“marketplace of ideas” based on the principle that free speech
must be tolerated because it will lead towards the truth [1]. A
town hall of a community possesses the following
characteristics: (1) universal and exclusive access for
members, with access to external actors granted through
community agreement, (2) ease of use and access in process
and time, and (3) freedom from threat and coercion.

Throughout the development of Indonesia’s modern social
media culture, “auto bases” on the Twitter microblogging
social media platform, from AskrlFess to ITBfess, have
emerged as the preeminent de facto town halls of the
Indonesian national digital space. An auto base receives input
from a Twitter account registered as a “member of a
community” and then tweets that input as a “menfess”.
Indonesian auto bases come in varying sizes, from a few
thousand users to millions. The operations of these bases are
often funded through donations or paid promotion marketing.
Recent dynamics have increased Twitter’s value in this aspect,
with Twitter owner Elon Musk intending to turn Twitter as a
whole into the “world’s digital town hall.” [2].

The public nature, perceived anonymity, ease of access,
and freedom of speech of these auto bases are the immutable
prerequisites for their popularity. As an already widely used
social media, Twitter naturally drives significant traffic to auto
bases, which internal confession boards cannot possibly
compete. Furthermore, many admins maintain ideological
commitments to the principles of internet anonymity and
freedom, influenced by the culture of the early internet posting
boards. These prerequisites inform the design of auto bases,
whether developed independently or in the form of a
commercial-off-the-shelf (COTS) from a third-party provider.

In general, Twitter direct messaging (DM) is the primary
interface for an auto base system, although some auto bases
employ external input systems, such as a custom website.
Membership registration for these auto bases is mostly
implemented through a combination of a manual account
verification system and account follow-back. Backend
systems, API, server hosting, and databases are either
custom-developed by individual developers or handled by
third-party services that provide COTS auto base.

Four problem areas emerged from these implementations:
(1) anonymity and privacy, (2) data security, (3) auto base
governance, and (4) excessive admin workload. More
serious-themed auto bases, such as campus auto bases, often
forces candidate users to hand over their personal information,
such as their college profile and email, to be used for manual
verification. There currently exists no convention or
commonly used service to manage this process, turning this
necessary process into a serious data protection and privacy
risk potential. A particular concern is in the transfer of auto
base ownership, as there is no guarantee on the intentions of
the new owner. The data and legal governance situation of
third-party providers, most of them small enterprises, are
either amateurish or nonexistent; for example, there is
presently no way to know if a data breach has happened.
Furthermore, the pool of acquired data gives auto base admins
the ability to crosscheck the identity of menfess senders with
their real-life identity, severely undermining the anonymity
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principle. A false perception of anonymity is particularly
problematic in the context of sensitive-themed auto bases,
such as those that allow political, mental health, suicidal,
sexual, or love confessions, as compromised anonymity can
lead to serious real-life repercussions.

A related problem is the enforcement of auto base terms
and conditions (ToS). In social media, most ToS-breaching
behaviors are committed by a minuscule percentage of users,
but they can single-handedly determine auto base convention
of use, culture, and reputation [3]. Admins need a way to
identify and effectively ban serial trolls without compromising
anonymity, whether in perception or in the system. Another
major cybersecurity and cyber-governance problem is the
sheer volume of manual work required by the present
verification system.

Contributions. In this paper, we answer two seminal
questions on auto base cybersecurity and governance.

1. How can we streamline and automate a campus auto
base user registration process and secure its user data
privacy by removing unnecessary data requirements?

2. How can we simultaneously implement an anonymity
guarantee and data privacy system with a ToS
policing system in a campus auto base, given that
these goals contradict each other?

To answer the former part, we described in Sect. III C a
verification system using a combination of campus email and
one-time password (OTP). For the latter part, we described in
Sect III D a pseudonymity system using hash functions. We
then evaluated these answers in Sect. IV A and B respectively.

Outline. The rest of this paper is organized as follows. In
Sect. II, we describe this paper’s research methodology and
limitations. Sect. III covers theoretical frameworks used in the
evaluation process and explores conceptual solutions. We then
design and conduct an evaluation of algorithms and designs
(Sect IV), and provide some general conclusions (Sect. V).

II. RESEARCH METHODOLOGY

A. Methodology

We initiated this research based on our prior knowledge
and experience of the researcher in setting up, running, and
managing a large auto base in the last 6 months. We then
collect relevant algorithms and designs through literature
reviews of journals, documentation, and other sources.
Following that, we defined parameters to evaluate which
algorithms and designs best satisfy the needs of a Twitter auto
base, and conduct a general review. These forms the basis for
a demonstrative conceptual prototype.

B. Limitations

We limited our research to the exploration and evaluation
of conceptual algorithms and designs, complemented with
supporting prototype implementations to demonstrate their
feasibility. Problem areas are limited to (1) a user registration
and verification system and (2) a pseudonymity signature
system, both in the context of a university-focused auto base.

I11. THEORIES AND CONCEPTUAL EXPLORATIONS

A. Services of a Cryptographic and Cybersecurity System

A cryptographic and cybersecurity system provides some
of all of the following services: (1) confidentiality, (2) data
integrity, (3) authentication, and (4) non-repudiation [10]. We
cover three of these services as follows:

1. Confidentiality. We aim for a system that hides the
identity of a menfess sender from anyone, including
the admins.

2.  Authentication. We aim for a registration system that
reliably verifies whether a registering user is an
active college student of a specific campus or not.

3. Non-repudiation. We aim for a menfess broadcast
system where the sender cannot deny that they have
sent a ToS-breaching menfess, enabling admins to
take the necessary actions against them.

Items covered in this segment will be further defined and
explained in the rest of this section.

B. Auto Base

An auto base is a Twitter bot account that can receive text
and media input from another Twitter account, or “sender”,
and then automatically tweet that input. All tweets from an
auto base can be viewed by the general public, driving traffic
and increasing the auto base’s popularity and user base
growth. To prevent spam and support other custom goals, such
as gatekeeping auto base use to just a certain community, there
exists some method to verify whether the sender’s account has
been verified. Auto bases are either self-hosted by individual
developers or sold as a COTS service by a third party. The
following figure shows an auto base flow process.

Sender sends
menfess through
interface

Auto base reject
request and notify
sender

h 4

Auto base receives
sender Twitter identity
and menfess

Auto base tweets
menfess

Is sender
followed back?

Fig. 3.1. Auto base flow process

Twitter DM is generally used as the user interface to send
inputs to auto bases, and admins can read everything sent
through DMs and what account sent them; other popular
interface options are Telegram and custom-developed web
apps. This admin ability creates a serious privacy risk and
compromises the anonymity principle. On the other hand,
admins rely on this ability to police auto base ToS and ban
serial or exceptional offenders. An improved auto base should
satisfy both of these contradictory needs.

C. Twitter API

Flow of data from a sender account or a third-party
application to an auto base is controlled by the Twitter APL
Twitter API comes in three tiers: (1) basic, which provides
free-of-charge write tweeting services (limited to 1500 tweets
per month) as well as read and write DM services; (2)
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premium, which increases the quota to 3000 tweets (along
with other services), and (3) enterprise. Tweet lengths should
generally be a non-issue in the context of these quotas, given
most auto base accounts are verified under Twitter Blue.

D. Verification and One-Time Authorization Code

A key characteristic of a digital town hall is the limitation
of access to just the members of a defined community. This
paper covers auto bases meant for active students of a
particular university. Currently, the most common registration
method is a mass manual verification system under an event
known as open follow back, or “opfol”, where new users
submit whatever personal identity is required by the admins.
These opfol are regularly conducted in public reply spaces,
usually as a part of a paid promotion event, causing a personal
user data security disaster.

We propose that campus emails provide a simpler,
automated, and far more secure alternative as an identity
verifier, thanks to its domain format of <campus name>.ac.id
enabling easy checking with regular expression. In this
proposition, we assume that access to such emails is limited to
active members of the campus. The automated nature of an
email-based verification allows for regular purges of inactive
users and alumni, the latter having lost access to their campus
email. The following figure describes the flow process of a
sender's Twitter account verification using an active campus
email to verify that a registration requester is the owner of the
provided campus email address.

Sender sends OTAC
with Twitter account

Sender sends
registration request

Auto base receives Auto base verifies
sender email and  ——»{ email legitimacy with ——»
Twitter identity regex

Auto base sends an
OTAC to email

Check and wverify if
OTAC is comrect

Fig. 3.2. Account verification flow process

To implement this process, we propose the use of a
One-Time Password (OTP, not to be confused with One-Time
Pad). OTP allows easy and secure verification of email-based
log-in processes. Instead of sending login IDs, passwords, or
personal information such as college profile screenshots, only
a single-use password with a limited session lifespan crosses
the network, thus protecting users from eavesdropping attacks.
If an OTP is later compromised, it will not affect the security
of other sessions, as new OTPs will have automatically been
generated [4, 5].

Time-Based One-Time Password Algorithm (TOTP) is the
most common functional implementation of OTP, consisting
of the following formula [6]:

TOTP = HOTP(K, T) (1)

Where:
e Kiis the Key.

e TO is the initial counter time, with 0 being its default
value

o T is defined as current Unix time - TO

e HOTP is an HMAC-Based One-Time Password
Algorithm

Moreover, the HOTP function itself is defined as the
following:[7]
HOTP(K, C) = Truncate(HMAC-SHA-1(K, C)) 2)

Where:

e Truncate function extracts a 4-byte dynamic binary
code from a 160-bit (20-byte) HMAC-SHA-1 result

e (s counter

e HMAC-SHA-1 is Keyed-Hashing for Message
Authentication algorithm that uses SHA-1 hash
algorithm

Let HS = HMAC-SHA-1(K, C). The truncation function is
defined as follows:

D = StToNum(DT(HS)) mod 10" 3)

Where:
e D is a number in the range of [0..10"-1]

e StToNum converts a 31-bit string to a number in the
range [0..23-1]

e 1 is the number of digits of the OTP
e DT is the dynamic truncation algorithm

For a string with the length range of String =
String[0]...String[19] and Offset in the range of [0..15], DT
function is defined as follows:

DT(String)
OffsetBits = low-order 4 bits of String[19]
Offset = StToNum(OffsetBits)

P = String[OffSet]...String[OffSet+3]
Return the last 31 bits of P

4)

Finally, HMAC-SHA-1 defined as the

following [8]:

function 1is

H(K XOR opad, H(K XOR ipad, text) &)

Where:

e H is the SHA-1 hash algorithm (other algorithms like
MD-5 are also possible, although they suffer from
poor quality against collision attacks).

e SHA-1 is a commonly used hash function that
generates a 160-bit digest
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e ipad is “inner pad”
e opad is “outer pad”

The inclusion of Unix time in the OTP generation process
ensures that each OTP is both unique and uniformly
distributed.

E. Pseudonymity and Hashing Algorithms
The following problems are the focus of this segment:

1. To safeguard anonymity, admins must not be able to
know the identity behind a menfess sender.

2. To enforce terms and conditions, admins must be able
to know the identity behind a menfess sender.

We propose that a pseudonymous message signature
system efficiently solves both of these problems. Early
internet boards and even present-day Twitter extensively
implemented such a system. Instead of real identity, users
posts behind a pseudonymous username. In this system,
admins can simply ban usernames that serially breached the
ToS, whether temporarily or permanently. A banned user will
then have to wait out the ban, or create a new account.

In the context of auto bases, this system will
cryptographically generate a pseudonym for each user based
on their Twitter handle (e.g. “@itzfess”), and then put that
pseudonym as a signature in each menfess tweet in a stylized
fashion.

ITZfess

7/50 characters

@itzfess

[Civitas no. QHpoaWxs] >> itz! Soon, we will have our
own Ene in our pocket. Our time will come

12:30 PM - Aug 15, 2023

186 Retweets 79 Quote Tweets  3.4K Likes

o L Q a

Fig. 3.3. Example of a pseudonymous signature system, with
“QHpoaWxs” as the sender signature

We furthermore propose that a pseudonymous signature
provides three significant advantages only available in the
context of a campus auto base.

1. Admins can limit one email account to one Twitter
user account by storing registered college email
accounts in a database. This prevents banned users
from simply registering with a new Twitter account.
In general, college email accounts are based on
student identity numbers, which are already public
information. This negates the worries about a
potential data leak.

2. A signature system shifts the responsibility of content
creation and offloads burdens of controversies to its
senders. A scandal involving the tweet in Figure 3.3.,
for example, will see public anger directed at “Civitas
No.QHpoaWxs”, instead of the auto base or the

admins. This gives admins significantly more
political capital to maintain extreme liberal levels of
free speech and expression.

From these explanations, we define three goals for this
pseudonymous signature system:

1. To give a unique signature for all users. As a
benchmark, this system should at minimum be
effective for a user base size of 15,000 people, which
is the total number of all students in ITB. There
should not be any two Twitter handles (T1 and T2)
with the same signature.

2. To make sure that the signature is reasonably
compact, short, and pleasing to human eyes. A
menfess should not, for example, be dominated by a
64-character-long signature.

3. To enable a ban system. Admins store a list of banned
signatures on a database. Whenever a user sends a
menfess, the system first generates a signature and
then checks whether that signature is banned. This
database can be reset periodically according to the
admin’s governance policy.

To implement this pseudonymous system, we propose the
use of hash functions. A hash function h mathematically
transforms a message M of arbitrary length into a digest h of a
fixed length, as follows [9].

h = HM) (6)

The purpose of a hash function is to make h a reasonably
unique signature for M. As such, a hash function H has the
following characteristics [9, 11]:

1. Fast computation. Given M, it is trivial to find h.

2. Preimage resistance. Given h, it is difficult to find M
such that h = H(M).

3. Second preimage resistance. Given H(M1) = h, it is
difficult to find M2 such that H(M2) = h..

4. Collision resistance. 1t is difficult to find arbitrary
M1 and M2 such that HM1) = HM?2).

According to the birthday paradox theory, we will likely
find two arbitrary matching outputs for N bits of output in just
2"2 hash operations [12]. Elaborating on this principle yields
the following collision resistance formulas [13]:

n(p; H) = 1/2Hlnﬁ (7
Q(H) =~|7H (8)

Where:

e n(p; H) is the number of brute force attacks needed to
raise the probability of one arbitrary collision
happening throughout the entire process to p

e Q(H) is the likely number of values that must be
brute-forced until one collision is found.
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o H is the number of all theoretically possible hash
combinations. This being 2", with n the number of
bits in the hash digest.

Pre-imaging resistance, meanwhile, is measured using simple
brute force analysis [14].

Two of the most common hashing function family is
Secure Hash Algorithm (SHA) and Message Digest (MD),
with the latest SHA iteration, SHA-3, being the most secure.
SHA-3 wuses Keccak Algorithm, which uses a sponge
construction to randomly permutate an arbitrary amount of
data, or “absorbing”, and then output a variable length digest,
or “squeeze”, with a mechanism as follows [15].

M 4
I} A
(Y Y ' (_'\: ' Oy

| AgS ARS AN ARHR
i R T
el |0 E -
L ot A ) p— s
absorbi:ng:squeezing
sponge

Fig. 3.4. Sponge construction in the Keccak algorithm

SHA-3 outputs bits that must be converted into a string
data type first before it is usable for signature use. We propose
using Base 64 to do this job, given its efficient ability to
represent 6 bits for every digit (compared to hexadecimal and
its 4 bits per digit) and its binary-safe nature [16].

IV. SoLuTiON DESIGN, EVALUATION, DEMONSTRATION

A. TOTP in account verification

From the aforementioned algorithms and designs, we
propose the following account verification design that utilizes
TOTP. We assume that this design is implemented as a
custom-developed, self-hosted web application.

Sender login fo
menfess web app
with Twitter account

Sender access
menfess service

witter account
registered?

b A

Sender login fo Registration. Sender
Twitter and campus provides campus
email email

l

Auto base generates
a TOTP with handle,
time, and secret key

!

Auto base sends OTP
to campus email

Auto base verifies
and follow back
sender Twitter
account

Sender receive OTP
and input it in the web
app

h 4

Fig.4.1. New admin-less user verification system with TOTP

The following Python code and its execution demonstrate
the TOTP part of the verification system.

hms_char
session |

totp =

print(
time.sleep(SES

¥ + hms_char
on_key, digits=6)
", totp.now())

12 5. 886633

Fig.4.3. TOTP Python implementation result

B. SHA-3 Collision and Pre-Imaging Resistance Analysis
Using equations (7) and (8), we assemble the following
table of birthday attack resistance. Note that SHA-3 outputs a
variable bit length of either 224, 256, 384, or 512 bits. As a
benchmark, we take the lowest bound, 224. We define a
collision chance of 0.1%, given a population, to be safe”.

TABLE I. COLLISION RESISTANCE FOR VARIOUS BIT LENGTHS

. base64 str ~n(p; H) =

bits length H ~Q(H) 0.1%
6 1 64 1 0
12 2 4.10x10° 8 3
24 4 1.68x107 5,000 183
30 5 1.68x10° 41,000 1,465
36 6 1.07%x10" 328,000 11,726
42 7 6.87x10" 2,628,000 93,810
48 8 4.40x10" 21,000,000 | 750,000
60 10 1.15x10" 1.35x10° 4.80x10’
72 12 4.72x10% 8.61x10" 3.07x10°
96 16 7.92%x10% 3.53x10™ 1.26x10"
228 37 4.31x10% 2.60x10* 9.29%x10%

As previously stated, we use ITB’s 15,000 students as a
benchmark. For such a population size, a bit length of 42,
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represented by 7 digits of base 64, satisfies the collision
chance bottom threshold requirement.

The following Python code demonstrates a pseudonymous
signature generator system.

_KEY

handle = input(
input(
6( (handle + SE () .encode
hash[ /1 8]
4.bé4encode(hash_short) .decode()

)-digest()

» hash_b64[:-1], "] »>>", menfess)

Menfess: itz! Soon, we will have our own Ene in our poc
ket. Qur time will come

[ Civitas no.
own Ene in our pocket. Qur time will come

S1tAaBU ] »> Menfess: itz! Soon, we will have our|

Fig.4.5. Pseudonymous signature implementation result

V. CONCLUSION

In this paper, we reviewed the issues of Twitter auto base,
propose conceptual solutions using hashing algorithms and
OTPs, evaluate design solutions, and demonstrate a few
conceptual protoypes. We found that an automated verification
system using TOTP and a 7-digit base64 pseudonymous
signature generated by SHA-3 provides satisfactory solutions
to the problems of anonymity and privacy, data security, auto
base governance, and excessive admin workload.

VipEo LINK AT YOUTUBE

We provide a complementary explanation video on
YouTube demonstrating the conceptual prototypes, with the
link as follows: https://youtu.be/2N-1Z0MsGq0
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